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Part 12 Clauses

52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS {DEC 2014) FAR

252.204-7008 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT
INFORMATION (JAN 2023) DFARS

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEVIATION 2024-00013)
(MAY 2024) DFARS

(a) Definitions. As used in this clause

Adequate security means proteciive measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized aceess to, or
modification of infermation.

Compromise means disclosure of information to unauthorized persons, or 2 violation of the security policy of a system, in which unauthorized intentional or
uniatentional disclosurs, modification, destruction, or loss of an object, or the copying of information te unauthorized media may have occurred.

Contractor ativibutional/proprielary Informaltion means information that identifies the coniractor(s), whether directly or indirectly, by the grouping of
information that can be traced back to the contractor(s) (e.g., program description, facility locations), personally identifiable information, as well as (rade
secrets, commercial or financial information, or other commereially sensitive information that is not customarily shared outside of the company.

Controlied technical information means technical information with military or space application that is subjsct to controls on the access, use, reproduction,
modification, performance, display, release, disclosure, ot dissemination. Controlled technical information would meet ths criteria, if disseminated, for
distribution statements B through F using the criteria set forth in DoD Instruction $230.24, Distribution Statements on Technical Documents. The term does
not include information that is lawfully publicly available without restrictions, :

Covered contractor information system means an unclassified mformation systern that is owned, or operated by or for, a contractor and that processes, stores,
or transmits covered defense informetion.

Covered defense information means unclassified controlled technical information or other information, as described in the Controlled Unclassified
Information (CUD)

Registry at htt .ar ry=list.himl, that requires safeguarding or dissemination controls pursuant to and consistent with law,
regulations, and Governmentwide policies, and is --

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the coniractor by ot on behalf of DoD in support of the
performance of the contract; or

{2) Collected, developed, received, transmilted, used, or stored by ot on behalf of the contractor in support of the performance of the contract.

Cyber incident méans actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse effsct on an
information system and/or the information residing therein.

Forensic analysis means the practice of gathering, retaining, and analyzing computer-related data for investizative purposes in a manner that maintains the
integrity of the data,

Information system meens a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or
disposition of information.

Malicious software means computer software or firmware intended to perform an unauthorized process that will have adverse impact on the confidentiality,
integrity, or availability of an information system. This definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well
as spyware and some forms of adware.

Media means physical devices or writing sutfaces including, but is not limited to, magnetic tapes, oplical disks, magnetic disks, targe-seale infegration
memory chips, and printouts onto which covered defense information is recorded, stored, or printed within a covered contractor information system,

Operationally critical support means supplies or services designated by the Governiment as critical for airlift, sealift, intermodal transportation services, or
logistical support that is essential to the mobilization, deployment, or sustainment of the Armed Forces in a contingency opetration.

Rapidly repert means within 72 hours of discovery of any cyber incident,

Technical information means technical data or computer software, as those terms are defined in the clause at DFARS 252,227-7013, Rights in Technieal Dala
~Qther Than Commercial Products and Commercial Services, regardless of whether or not the clause is incorporated in this solicitation or contract,
Examples of technical information include research and engineering data, enginecring drawings, and associated lists, specifications, standards, process

CONTINUED ON NEXT PAGE
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sheets, manuals, technica] reports, technical orders, catalog-item identifications, data sets, studies and analyses and related information, and computer
software execulable code and source code.

(b} Adequate security. The Contractor shall provide sdequate security on all coverad contractor information systems. To provide adequate security, the
Contractor shall implement, at o minimum, the following information sesutity protections:

(1) For coveted contractor information systems that ate part of an Information Technology (IT) service or system operated on behalf of the Government, the
following security requirements apply:

(i} Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010, Cloud Computing Setvices, of this contract,
(i} Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security requirements specified slsewhere in this contract,

(2) For covered contractor information systems that are not part of an IT service or system operated on behalf of the Government and therefore are not
subject to the security requirement specified at paragraph (b)(1) of this clause, the following security requirements apply:

(i) Except as provided in paragraph (b)(2)(ii) of thié clause, the covered contractor information system shall be subjest to the security requitements in
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclagsified Information in Nonfederal
[nformation Systems and Organizations”, Revision 2 (available via the internet at hitp://dx.doi.org/10.6028/NIST.SP.800-171).

(ii)(A) The Contractor shall implement NIST SP §00-171, as soon as practical, but not later than December 31, 2017, For all contracts awarded prior to
October 1, 2017, the Contractor shall notify the DoD Chief Information Officer (CIO), via email at psd.dibesia@mail.mil, within 30 days of contract award,
of any security requirements specified by NIST SP 800-171 not impletmented at the time of contract award. :

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for considetation by the DoD CIO, The
Contractor need not implement any security requirement adjudicated by an authorized representative of the DeD CIO to be nonapplicable or to have an
alternative, but equally effective, security measure that may be implemented in its place.

(C) TFthe DoD CIO has previously adjudicated the contractor’s requests indicating that a requirement is not applicable or that an alternative security measure
isequally effective, « copy of that approval shall be provided to the Coniracting Officer when requesting iis recognition under this contract.

(D} If the Contractor intends to use an external cloud service provider 1o store, process, or transmit any covered defense nfermation in petformance of this
contract, the Contractor shall require and ensure that the cloud service provider meets security requirements equivalent to those established by the
Government for the Federal Risk and Authorization Management Program {[FedRAMP) Moderate baseline {hitps: Aaww fedrmp.goviresources/documents/)
and that the cloud service provider complies with requirements in puragraphs (c) through (g) of this clause for cyber incident reporting, malicious software,
media preservation and protection, acoess to additional information and equipment necessary for forensic analysis, and cyber incident darmage assessment.

{3) Apply ctirer information systems security measures wlen the Contractor reasoniably determines that information systems security measures, in addition fo
these identified in paragraphs (b){1) and {2) of this clause, may be required to provide adequate security in a dynamic environment or to accommodate
special circumstances (e.g., medical devices) and any individual, isolated, or temporary deficiencies based on an assessed risk or vutnerability, These
measures may be addressed in a system security plan.

(c) Cyber incideni reporiing requirement,

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered defense information residing therein,
or that affects the contractor's ability to perform the requirements of the contract that are designated as operationally critical supporl and identified in the
contract, the Contractor shall --

(i) Cenduct a review for evidence of compromise of covered defense information, including, but not limited to, identifying compromised computers, servers,
specific data, and user aceounts. This review shall also include analyzing covered contractor information system(s) that were part of the cyber incident, as
well as other information systems on the Contractor's network(s), that may have been accessed as a result of the incident in order to identify compromised
covered defenss information, or that affect the Contractor's ability to provide operationally critical support; and

(i) Rapidly report cyber incidents to DoD at Aups: #dibnet.dod mil.

(2) Cyber incident report, The cyber incident report shall be treated as information created by or for DoD and shall include, at a minimum, the reguired
slements at https:/idibnet.dod mil.

(3) Medium assurance certificate requirement, In order to report cyber incidents in accordance with this clause, the Contractor or subcontractor shall have or
acquite a DoD-approved medium assurance certificate te report eyber incidents, For information on obtaining a DoD-approved medium assurance certificate,
see htips:ipublic.cyber.milfecar.

(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious software in connection with a tepotted cyber incident, submit

the malicious software lo DoD Cyber Crime Center (DC3) in accordance with instructions provided by DC3 or the Coniracting Officer. Do not send the
malicious software to the Contracting Officer,

CONTINUED ON NEXT PAGE
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(e) Medlia preservation and protection. When a Coniractor discovers a oyber incident hag occurred, the Contracter shall preserve and protect images of all
known affected information systems identified in paragraph (c)(1 3(i) of this clause and all relevant monitoring/packet caplure data for at least 90 days from
the submission of the cyber incident report to allow DaD to request the media or decline interest.

(D) Access lo additional information or equipment necessary for forensic analysis. Upon request by DoD, the Conlractor shall provide Dol with access to
additional informatien equipment that is necessary (o conduct a forensic analysis.

(2) Cyber incident damage assessment activities. 1T DoD elects to conduct a damage assessment, the Contracting Officer will request that the Contractor
provide all of the damuge assessment information gathered in accordance with paragraph {) of this clause.

(h) DolD safeguarding and 1se of contractor attributional/proprietary information, The Government shall protect against the unauthorized use or release of
information obtained from the contractor (or derived from information obtained from the contractor) under this clause that includes contractor attributional/
proprietary information, including such information submitted in aceordance with paragraph (c). To the maximum extent practicable, the Contractor shall
identify and mark attributional/proprietaty information. In making an authorized release of such information, the Government will implement appropriate
procedures to minimize the conlraclor attributional/proprietary informatien that is inclided in such authorized release, seeking to include only that
information that is necessary for the authorized purpose(s) for which the information is being released.

(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is obtaired from the contractor (or
derived from information obtained from the contractor) under this clause that is not created by or for DoD is authorized to be released outside of DoD --

(1) To entities with missions that may be affected by such information;
(2) To entities that may be called upon to assist in the dingnosis, detection, or mitigation of cyber incidents;
(3) Ta Government entities that conduct counterintelligence or law enforcement investigations;

(4) Fer naticnal security purposes, including cyber situational awareness and defense purposes {including with Defense Industrial Base (DIB) participants in
the program al 32 CFR part 236); or

{5) To a support services contractor (“tecipient™ that is directly supporting Government activities under a contract that includes the clause at 252.204-7009,
Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information.

() Use anid release of contracior aftributional/proprietary information created by or for DoD. Information that is obtained from the contractor (or derived
from information obtained from the contractor) under this clause that is created by or for DoD (including the information submitted pursuant 1o paragraph (c)
of this clause) is authorized to be used and released outside of DoD for purposes and activities authorized by paragraph

(i) of this clause, and for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based restrictions on the
Government's use and release of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on the interception, monitoring, access, use,
and disclosure of electronic communications and data,

(1) Other safeguarding or repoiting requirements, The safeguarding and cyber incident reporting required by this clause in no way abrogates the Contractor's
responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified information systems as required by other applicable clauses of
this contract, or as & result of other applicable 1.8, Government statutory ot tegulatory requirements,

() Subcontracts. The Contractor shall --

(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractyal instruments, for operationally critical support, or for which
subcontract performance will invelve covered defense information, including subcontracts for commercial products or commercial services, without
alteration, except to idenlify the parties. The Contractor shall determine if the information required for subcontrector performance retains its identity as
covered defense information and will require protection under this clause, and, if fniecessary, consult with the Contracting Officer; and

(2) Require subcentractors to -

(i) Notify the prime Conlractor (or next higher-tier subcontractor) when submitting a request to vary from a NIST 8P 800-171 security requirement to the
Contracting Officer, in accordance with paragraph {b)(2){ii}(B) of this clause: and

(i) Provide the incident report number, automaticalily assigned by DoD, to the prime Contractor {or next higher-tier subcontractor) as soon as practicable,
when reporting a cyber incident to DoD as required in paragraph (c) of this clause.

(ind of clause)

CONTINUED ON NEXT PAGE




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED: PAGE 6 OF 6 PAGES
SPE300-25-D-W009

Part 12 Clauses (CONTINUED)

252.204-7014 LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY LITIGATION SUPPORT CONTRACTORS (JAN
2023) DFARS

52,222-50 COMBATING TRAFFICKING IN PERSONS (NOV 2021} FAR

52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (MAR 2023) FAR
52.233-3 PROTEST AFTER AWARD (AUG 1996) FAR

252,244-7000 SUBCONTRACTS FOR COMMERCIAL PRODUCTS OR COMMERCIAL SERVICES {NOV 2(:23) DFARS
52,2531 COMPUTER GENERATED FORMS {JAN 1991) FAR

252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES
(JAN 2023) DFARS

52,204-27 PROHIBITION ON A BYTEDANCE COVERED APPLICATION (JUN 2023) FAR

52.204-28 FEDERAL ACQUISITION SUPPLY CHAIN SECURITY ACT ORDERS -- FEDERAL SUPPLY SCHEDULES,
GOVERNMENTWIDE ACQUISITION CONTRACTS, AND MULTI--AGENCY CONTRACTS (DEC 2023) FAR

52,204-30 FEDERAL ACQUISITION SUPPLY CHAIN SECURITY ACT ORDERS -- PROHIBITION {PEC 2023) FAR
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SCHEDULE OF SUPPLIES/SERVICES

Group 3: Fort Eustis

Tier 1: 04/13/2025 THROUGH 10/10/2026

£l G 5
3%
i 641033| 16 oz pey loaf 1
3 BREAD, WHEAT, FRESH, 100% WHGLE GRAIN 2340| 16 oz per loaf 1 16 15,352.00
4 BREAD, WHITE, FRESH, PAN BAKED, SANDWICH 30| 20 oz per loaf 1 20 56.00
5 BREAD, WHOLE WHEAT, FRESH, SANDWICH 3030| 24 oz per loaf 1 24 33,595.00
6 [MUFFIN, ENGLISH, FRESH Il _64070%] 12 per pkg 6 12 2,010.00
7 ROLLS, FRANKFURTER, FRESH, SLICED, WHITE 3370 18 per pkg 12 18 3,821.00
B ROLLS, HAMBURGER, FRESH, SUICED, WHITE 3350| 22 per pkg 12 22 19,806.00
16 ROLLS, HOAGIE/SUBMARINE, FRESH A145| 20 per pke 6 20 10,041.00
Tier 2: 10/11/2026 THROUGH 04/08/2028
« *

read/ Exampla

: ‘oz perloat: 0o
1 BREAD, RAISIN, FRESH, SLICED 641033| 16 oz per loat 1 16 3,248.00
» 3 BREAD, WRHEAT, FRESH, 100% WHOLE GRAIN 2340| 16 oz per loaf 1 i3 15,332.00
4 BREAD, WHITE, FRESH, FAN BAKED, SANDWICH 530| 20 oz per |Oqf i 20 56.00
5 BREAD, WHOLE WHEAT, FRESH, SANDWICH 3030| 24 oz per loaf 1 24 33,595.00
& MMUFFIN, £NGLISH, FRESH 40701 12 perpkg 5 12 2,010.00
7 ROLLE, FRANKFURTER, FRESH, SLICED, WHITE 3370| 18 perpkg 12 8 3,82L.00
B ROLLS, HAMBURGER, FRESH, SLICED, ‘WHITE 3350 22 per pkg 12 22 18,806.00
16 RIOLLS, HOAGIE/SUBMARINE, FRESH 4145 20 per pkg 6 20 10,041.00

*Iltems #2 and 9 were deleted,

~ Fresh:Bread and Bakery Products Solicitation SPE300-24-R-0049

Group 3: Fort Eustis $111,501.68 $223,003.35 $7,433.45 $669,010.05

Group 3: Fort Eustis
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WITHIN 48 HOURS OF RECEIPT OF NOTICE OF AWARD, CONTRACTOR WILL SUPPLY EACH ORDERING ACTIVITY WITH
THE CONTRACTOR'S CODING SYSTEM (PULL DATE, COLOR CODES, ETC.) THIS IS A MANDATORY REQUIREMENT.

NON-DELIVERY DAYS ARE SUNDAYS AND WEDNESDAYS. There is a 4 day (96 hours) order lead time for all items on
this contract.

Schmidt Baking Co. WILL RECEIVES ORDERS BY EDI.

POINT OF CONTACT FOR ORDERING/DELIVERY ISSUES: Cinnamon O’ Connor
PHONE NUMBER/E-mail: {410)-668-8200 ext. 5625/coconnor@ schmidtbaking.com

POINT OF CONTACT FOR INVOICING AND PAYMENT: Stephanie Wacker
PHONE NUMBER/E-mail: (410)276-7254/stephanie.wacker@hsbakery.com

POINT OF CONTACT FOR ITEM RECALLS: Cinnamon Q'Connor
PHONE NUMBER/E-mail: {410)-668-8200 ext. 5625/coconnor@schmidtbaking.com

ALL DELIVERIES EXCLUDE NATIONAL LEGAL HOLIDAYS UNLESS OTHERWISE INDICATED.

INSPECTION:
CONTRACTOR'’S DELIVERY VEHICHLES WILL STOP AND REPORT TO THE VETERINARY INSPECTION POINTS AS
DESIGNATED FOR INSPECTION OF HIS PRODUCTS BEFORE PROCEEDING TO ANY OTHER DESIGNATED DELIVERY POINT,

NOTE: FOR GRQUP 3: SHELF STOCKING IS REQUIRED IN ACCORDANCE WITH STANDARD COMMERCIAL
PRACTICE WHEREVER PRACTICABLE UNLESS CUSTOMER REQUESTS TRUCK TAIL-GATE DELIVERY.

NOTE: VENDORS WILL PICK UP RACKS AT TIME OF NEXT DELIVERY.

There is a $25.00 minimum order requirement for all orders placed under this contract. The vendor is not
obligated to make deliveries that are under $25.00. All terms and conditions from solicitation SPE300-24-R-0049

and your offer are incorporated into this eontract,

PRODUCT QUALITY

A. Cammerclal standards shall be used to maintain temperatures appropriate for individual Bread and Bakery items
During storage and delivery to DLA Troop Support customers,

1. Freshness Requirements:

(a) Acceptance of the supplies awarded will be limited to fresh products. All products delivered under this contract

must conform to the following freshness requirements:

Bakery products shall include mold inhibitors of the proper level as allowed by the FDA.

(ii) Bread and Bakery must be delivered no more than 24 hours after baking. Following a non-bake day, these items
must be delivered no more than 72 HOURS after haking.

(iii) Commercial standards should be used to maintain temperatures appropriate for the individual items.
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Delivery Schedule- see attachment






